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JOB DESCRIPTION


Non Exempt
Grade 15

TITLE:


Network Security Administrator
REPORTS:


Assistant Vice President, Information Systems

SUPERVISES:

None
SUMMARY:
Under minimal supervision assists in networking and security operations.  Assists with patching and vulnerability management.  Reviews reports and alerts.  Fulfills network requests and resolves Internet communication troubles.  Assists the team in ensuring member services are operational 24x7 and supports the organization’s strategic goals and objectives.
PRINCIPAL RESPONSIBILITIES: 

· As needed, assists the I.S. team with support issues and escalated problems.

· Serves as an escalation resource for the Service Desk.
· Audits networks and security systems for license compliance, version compliance, and vulnerability concerns as directed by management.

· Enables access to approved web services and configures network access for authorized credit union systems

· Troubleshoots Internet connections at Member Service Branches and back office locations.  Works with Internet vendors to restore services or implement workaround systems.

· Assists in resolving network and telephony service outages.  Reboots or replaces failed network equipment in the data center or remote offices.

· Assists with software patching and updating.

· Performs vulnerability management duties including scanning and remediating vulnerabilities.

· Monitors network and security systems and reports, for security and performance issues and alerts.

· Assists in administering security systems such as endpoint management and  antivirus, and responding to alerts raised by the managed security vendor.

· Documents and educates Information Systems and Information Security staff on network and security systems operation and support.

· Participates in Information Systems on-call rotation duties.

· Proactively identifies areas needing improvements in disaster recovery / business continuity and implements changes as directed.
· Monitors and stays abreast of technical developments in the networking and security space.  Identifies and recommends new technologies appropriate for the credit union.

· Identifies cost savings and efficiency improvement opportunities and presents recommendations to management.
ESSENTIAL FUNCTIONS:

· Understands and accurately responds to complex verbal and written communications with clear and accurate verbal and written responses.

· Translates technical issues and complicated computer concepts into simple language understandable by all teams at the credit union.

· Operates, maintains and troubleshoots a variety of security and network hardware and software.

· Reads and comprehends technology and security manuals, instructions, correspondence and online documentation in support of current and new technology.
· Creates and edits technical documentation, providing clearly-understandable and grammatically-accurate information for employees.  Reviews existing documentation to ensure accuracy and ensure it is understandable by non-I.S. employees.
· Exercises mathematical and conceptual abilities in the development of cost/benefits analysis and other projects requiring abstract reasoning and judgment.
· Uses, operates, installs and repairs machinery requiring fine motor and manual dexterity.
· Lifts, carries and stocks equipment and supplies weighing up to 50 lb. as needed.
· Demonstrates a willingness and enthusiasm for learning and self-development.

· Must be able to sit and/or stand for long periods of time.  Must be able to bend, squat, and reach.

· Attends out-of-area training and seminars (requiring overnight stays) as appropriate.

· Able to work flexible hours, including nights, weekends, and holidays as assigned.

· Performs other duties as assigned
REQUIRED KNOWLEDGE:

Requires demonstrated experience in network systems, administering or operating switches, routers, and firewalls (such as Cisco, Juniper, Fortinet, etc.)  Candidate should be capable of basic operations with network gear including troubleshooting circuits from internet providers such as Fiber, MPLS, Cable or Cellular.

Requires basic experience in Information Security, including vulnerability management, patch management, and antivirus management.  Candidate should have experience monitoring systems for security incidents, analyzing security events and researching and identifying a course-of-action.
Requires demonstrated experience managing enterprise systems such as Windows and Linux.  Windows 10, Windows Server, and Linux Server experience preferred.  

Requires a demonstrated ability to analyze, troubleshoot and repair software applications, and strong oral and written communication skills and the ability to work effectively and productively with staff.   Presents a professional image. Incumbent must be bondable and be able to work with minimal supervision and on a flexible time schedule.
EXPERIENCE:
Requires a high school diploma and three or more years work experience in a technology services environment, including administration of computer desktops, laptops, networks, applications and peripherals.  Microsoft Windows certification, Network+, Security+, or other network and security certifications preferred.  Financial services experience desirable.
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